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Chapter9:  Network Management and Security:  

Introduction to Network management, Internet Network – Management framework (SMI & HIB) & 
SNMP protocol; Data encryption, Data Encryption standard; Principles of Cryptography (Symmetric 
Key & public key Encryption). Integrity & Principles of cryptography (Symmetric Key & public key 
Encryption) Integrity & firewalls.

Introduction to Network Management:
Network  management  is  defined  as  monitoring,  testing,  configuring,  and  troubleshooting  network 
components to meet a set of requirements defined by an organization. These requirements include the 
smooth, efficient operation of the network that provides the predefined quality of service for users. To 
accomplish this task, a network management system uses hardware, software, and humans. 

Functions of Network Management System:
1. Configuration Management
2. Fault Management
3. Performance Management
4. Security management
5. Accounting management

Configuration Management
A large network is usually made up of hundreds of entities that are physically or logically connected to 
one another. These entities have an initial configuration when the network is set up, but can change 
with time. Desktop computers may be replaced by others; application software may be updated to a 
newer version; and users may move from one group to another. The configuration management system 
must  know, at  any time,  the status of each entity  and its  relation to  other  entities  .  Configuration 
management can be subdivided into two parts reconfiguration and Documentation.

Fault Management:
Falls on two categories.

•  Reactive Fault Management 
A reactive  fault  management  system is  responsible  for  detecting,  isolating,  correcting,  and 
recording faults. It handles short-term solutions to faults. 

• Proactive Fault Management 
Proactive fault management tries to prevent faults from occurring. Although this is not always 
possible, some types of failures can be predicted and prevented. 
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Performance management:
It is  is closely related to fault management and tries to monitor and control the network to ensure that it 
is running as efficiently as possible. 

Security Management 
Security  management is  responsible  for controlling access to the network based on the predefined 
policy. 
Accounting Management 
Accounting management is the control of users' access to network resources through charges. Charging 
does  not  necessarily  mean  cash  transfer;  it  may  mean  debiting  the  departments  or  divisions  for 
budgeting purposes.  Today,  organizations  use an accounting management  system for  the following 
reasons: 

• It prevents users from monopolizing limited network resources. 
• It prevents users from using the system inefficiently. 
• Network managers can do short- and long-term planning based on the demand for network use. 

SNMP
Simple  Network  Management  Protocol  (SNMP) is  an  "Internet-standard  protocol  for  managing 
devices  on  IP networks.  Devices  that  typically  support  SNMP include  routers,  switches,  servers, 
workstations, printers, modem racks, and more.  It is used mostly in network management systems to 
monitor network-attached devices for conditions that warrant administrative attention. 

The  Simple  Network  Management  Protocol  (SNMP)  is  a  framework  for  managing  devices  in  an  
Internet using the TCPIIP protocol suite. It provides a set of fundamental operations for monitoring  
and maintaining an Internet. 

Concept 
SNMP uses the concept of manager and agent. That is, a manager, usually a host, controls and monitors 
a set of agents, usually routers . SNMP is an application-level protocol in which a few manager stations 
control a set of agents. The protocol is designed at the application level so that it can monitor devices  
made by different manufacturers and installed on different physical networks. 

Managers and Agents 
A management station, called a manager, is a host that runs the SNMP client program. A managed 
station, called an agent, is a router (or a host) that runs the SNMP server program. Management is 
achieved through simple interaction between a manager and an agent.  The agent keeps performance 
information in a database. The manager has access to the values in the database. For example, a router  
can store in appropriate variables the number of packets received and forwarded. The manager can 
fetch and compare the values of these two variables to see if the router is congested or not. 

An SNMP-managed network consists of three key components:

• Managed device 
• Agent — software which runs on managed devices 
• Network management system (NMS) — software which runs on the manager 
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A managed device is a network node that implements an SNMP interface that allows unidirectional 
(read-only)  or  bidirectional  access  to  node-specific  information.  Managed  devices  exchange node-
specific information with the NMSs. Sometimes called network elements, the managed devices can be 
any type of device, including, but not limited to, routers, access servers, switches, bridges, hubs, IP 
telephones, IP video cameras, computer hosts, and printers.

An agent is a network-management software module that resides on a managed device. An agent has 
local  knowledge of  management  information and translates  that  information  to  or  from an SNMP 
specific form.

A  network  management  system (NMS) executes  applications  that  monitor  and  control  managed 
devices.  NMSs  provide  the  bulk  of  the  processing  and  memory  resources  required  for  network 
management. One or more NMSs may exist on any managed network.

Management with SNMP is based on three basic ideas: 
1. A manager checks an agent by requesting information that reflects the behavior of the agent. 
2. A manager forces an agent to perform a task by resetting values in the agent database. 
3. An  agent  contributes  to  the  management  process  by  warning  the  manager  of  an  unusual 

situation. 

SNMP operates in the Application Layer of the Internet Protocol Suite (Layer 7 of the OSI model). The 
SNMP agent receives requests on UDP port 161. The manager may send requests from any available 
source port to port 161 in the agent. The agent response will be sent back to the source port on the  
manager. The manager receives notifications (Traps and InformRequests) on port 162. The agent may 
generate notifications from any available port.

To do management tasks, SNMP uses two other protocols: 
1. Structure of Management Information (SMI)
2. Management Information Base (MIB). 

Role of SNMP 
SNMP has some very specific roles in network management. It defines the format of the packet to be 
sent from a manager to an agent and vice versa. It also interprets the result and creates statistics (often 
with the help of other management software). The packets exchanged contain the object (variable) 
names and their status (values). SNMP is responsible for reading and changing these values. 

Roles of SMI
SMI defines the general rules for naming objects, defining object types (including range and length), 
and showing how to encode objects and values. SM1 does not define the number of objects an entity  
should manage or name the objects to be managed or define the association between the objects and 
their values. 
The  Structure  of  Management  Information,  version  2  (SMIv2)  is  a  component  for  network 
management. Its functions are 

1. To name objects 
2. To define the type of data that can be stored in an object 
3. To show how to encode data for transmission over the network 

Page:3



SMI is a guideline for SNMP. It emphasizes three attributes to handle an object: name, data type, and 
encoding method .

Roles of MIB
For each entity to be managed, this protocol must define the number of objects, name them according 
to the rules defined by SMI, and associate a type to each named object .MIB creates a collection of  
named objects, their types, and their relationships to each other in an entity to be managed. 
Each agent has its own MIB2, which is a collection of all the objects that the manager can manage. The 
objects in MIB2 are categorized under 10  different groups: system, interface, address translation, ip, 
icmp, tcp, udp, egp, transmission, and snmp. 

Analogy:
We can compare the task of network management to the task of writing a program. 

• Both tasks need rules. In network management this is handled by SMI. 
• Both tasks need variable declarations. In network management this is handled by MIB. 
• Both tasks have actions performed by statements. In network management this is handled by 

SNMP. 
Network Management Architectures
Network management system contains two primary elements: a manager and agents.  The Manager is 
the console through which the network administrator performs network management functions.  Agents 
are the entities that interface to the actual device being managed. Bridges, Hubs, Routers or network 
servers are examples of managed devices that contain managed objects. These managed objects might 
be hardware,  configuration parameters, performance statistics, and so on, that directly relate to the 
current operation of the device in question. These objects are arranged in what is known as a virtual 
information  database  ,  called  a  management  information  base,  also  called  MIB.   SNMP allows 
managers and agents to communicate for the purpose of accessing these objects. 
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A typical agent usually: 
• Implements full SNMP protocol. 
• Stores and retrieves management data as defined by the Management Information Base 
• Can asynchronously signal an event to the manager 
• Can be a proxy (The proxy agent then translates the protocol interactions it receives from the 

management station) for some non-SNMP manageable network node.
A typical manager usually: 

• Implemented as a Network Management Station (the NMS) 
• Implements full SNMP Protocol 
• Able to 

o Query agents 
o Get responses from agents 
o Set variables in agents 
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Computer security requirements and Attacks:
Computer and network security address four requirements:

1. confidentiality: Requires that data only be accessible by authorized parties. This types of access 
includes printing, displaying and other forms of disclosure of the data.

2. Integrity: Requires that data can be modified only by authorized users. Modification includes 
writing, changing, changing status, deleting and creating.

3. Availability: Requires that data are available to authorized parties.

4. Authenticity: Requires that host or service be able to verify the identity of a user.

Types of Network Attacks 
There are four primary classes of attacks. 

1. Reconnaissance :  Reconnaissance is the unauthorized 
discovery  and  mapping  of  systems,  services,  or 
vulnerabilities.  It  is  also  known  as  information 
gathering and, in most cases, it precedes another type of 
attack.  Reconnaissance  is  similar  to  a  thief  casing  a 
neighborhood for vulnerable homes to break into, such 
as an unoccupied residence, easy-to-open doors, or open 
windows. 

2. Access :  System access is the ability for an intruder to 
gain access to a device for which the intruder does not 
have an account or a password. Entering or accessing 
systems usually involves running a hack, script, or tool 
that  exploits  a  known  vulnerability  of  the  system or 
application being attacked. 

3. Denial of Service : Denial of service (DoS) is when an 
attacker  disables  or  corrupts  networks,  systems,  or 
services  with  the  intent  to  deny  services  to  intended 
users. DoS attacks involve either crashing the system or 
slowing it down to the point that it is unusable. But DoS 
can also be as simple as deleting or corrupting information. In most cases, performing the attack 
involves simply running a hack or script. For these reasons, DoS attacks are the most feared. 

4. Worms,  Viruses,  and Trojan  Horses  : Malicious  software  can  be  inserted  onto  a  hos  to 
damage or corrupt a system, replicate itself, or deny access to networks, systems, or services. 
Common names for this type of software are worms, viruses, and Trojan horses. 
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Data Encryption/Decryption, Cryptography, Integrity & Firewalls:

Cryptography
Cryptography is derived from the Greek words: kryptós, "hidden", and gráphein, "to write" - or "hidden 
writing". Cryptography is the science of using mathematics to encrypt and decrypt data. Cryptography 
enables you to store sensitive information or transmit it across  insecure networks (like the Internet) so 
that it cannot be read by anyone except the intended recipient. While cryptography is the science of 
securing data, cryptanalysis is the science of analyzing and breaking secure communication. Classical 
cryptanalysis involves an interesting combination of analytical reasoning, application of mathematical 
tools,  pattern  finding,  patience,  determination,  and  luck.  Cryptanalysts  are  also  called  attackers. 
Cryptology embraces both cryptography and cryptanalysis. 

 

Encryption and Decryption

Plain-text and Cipher-text 
The original message, before being transformed, is called plaintext. After the message is transformed, it 
is called cipher-text. An encryption algorithm transforms the plain text into ciphertext; a decryption 
algorithm transforms the cipher-text back into plain- text. The sender uses an encryption algorithm, and 
the receiver uses a decryption algorithm. 

Cipher 
We refer to encryption and decryption algorithms as ciphers. The term cipher is also used to refer to 
different categories of algorithms in cryptography. This is not to say that every sender-receiver pair 
needs their very own unique cipher for a secure communication. On the contrary, one cipher can serve 
millions of communicating pairs. 

Key 
A key is a number (or a set of numbers) that the cipher, as an algorithm, operates on. To encrypt a  
message, we need an encryption algorithm, an encryption key, and the plain-text. These create the 
cipher-text. To decrypt a message, we need a decryption algorithm, a decryption key, and the cipher-
text. These reveal the original plain-text. 
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Alice, Bob, and Eve 
In cryptography, it is customary to use three characters in an information exchange scenario; we use 
Alice, Bob, and Eve. Alice is the person who needs to send secure data. Bob is the recipient of the data.  
Eve is the person who somehow disturbs the communication between Alice and Bob by intercepting 
messages to uncover the data or by sending her own disguised messages. These three names represent 
computers or processes that actually send or receive data, or intercept or change data. 

Symmetric-key

In conventional cryptography, also called secret-key or symmetric-key encryption, one key is used both 
for encryption and decryption. The Data Encryption Standard (DES) is an example of a conventional 
cryptosystem that is widely employed by the Federal Government. Figure below shows  an illustration 
of the conventional encryption process. 
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Conventional encryption has benefits. It is very fast. It is especially useful for encrypting data that is 
not going anywhere. However, conventional encryption alone as a means for transmitting secure data 
can be quite expensive simply due to the difficulty of secure key distribution. 

For a sender and recipient to communicate securely using conventional encryption, they must agree 
upon a key and keep it secret between themselves. If they are in different physical locations, they must 
trust a courier, the Bat Phone, or some other secure communication medium to prevent the disclosure 
of the secret key during transmission. Anyone who overhears or intercepts the key in transit can later  
read, modify, and forge all information encrypted or authenticated with that key.

Asymmetric-Key Cryptography 
Public key cryptography is an asymmetric scheme that uses a pair of keys for encryption: a public key, 
which encrypts data, and a corresponding private, or secret key for decryption. You publish your public 
key to the world while keeping your private key secret. Anyone with a copy of your public key can then 
encrypt information that only you can read . It is computationally infeasible to deduce the private key 
from the public key. Anyone who has a public key can encrypt information but cannot decrypt it. Only 
the person who has the corresponding private key can decrypt the information. 

The Essential steps in Asymmetric-key cryptography are the following:
1. Each user generates a pair of keys to be used for the encryption and decryption of messages.
2. Each user places one of the keys in a public register or other accessible file. This is the public 

key. The companion key is kept private. Each user maintains a collection of public keys 
obtained from others.

3. If Bob wishes to send a private message to Alice, Bob encrypts the message using Alice's public 
key.

4. When Alice receives the message, she decrypts it using her private key. No other recipient can 
decrypt the message because only Alice knows the Alice's private key. 
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With this approach, all the participants have access to public keys, and private keys are  generated 
locally by each participant and therefore need never be distributed. As long as a user protects his  and  
her private key, incoming communication is secure. At any time, a user change the private key and  
publish the companion public key replace the old public key.

Comparison 
Let us compare symmetric-key and asymmetric-key cryptography. Encryption can be thought of as 
electronic locking; decryption as electronic unlocking. The sender puts the message in a box and locks 
the box by using a  key;  the receiver  unlocks  the box with a  key and takes  out the message.  The 
difference lies in the mechanism of the locking and unlocking and the type of keys used. In symmetric-
key cryptography, the same key locks and unlocks the box. In asymmetric-key cryptography, one key 
locks the box, but another key is needed to unlock it. 

Traditional Cipher used in Symmetric-key Cryptography:
Two types:

1. Substitution cipher
2. Transposition cipher

Substitution cipher:
A substitution  cipher  substitutes  one  symbol  with  another.  If  the  symbols  in  the  plain-  text  are 
alphabetic characters, we replace one character with another. For example, we can replace character A 
with D, and character T with Z. If the symbols are digits (0 to 9), we can replace 3 with 7, and 2 with 6.  
It is also known and Ceaser's Cipher who invented it.

For example, if we encode the word “SECRET” using Caesar’s key value of 3, we offset the alphabet  
so that the 3rd letter down (D) begins the alphabet. 
So starting with 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
and sliding everything up by 3, you get 
DEFGHIJKLMNOPQRSTUVWXYZABC 
where D=A, E=B, F=C, and so on. 
Using this scheme, the plaintext, “SECRET” encrypts as “VHFUHW.” To allow someone else to read 
the ciphertext, you tell them that the key is 3. 

Transposition Ciphers 
In  a  transposition  cipher,  there  is  no  substitution  of  characters;  instead,  their  locations  change.  A 
character in the first position of the plaintext may appear in the tenth position of the ciphertext. A 
character in the eighth position may appear in the first position. In other words, a transposition cipher 
reorders the symbols in a block of symbols. 
Key In a transposition cipher, the key is a mapping between the position of the symbols in the plaintext 
and cipher text. For example, the following shows the key using a block of four characters: 
Plaintext: 2 4 1 3 
Ciphertext: 1 2 3 4 
In encryption, we move the character at position 2 to position 1, the character at position 4 to position 
2, and so on. In decryption, we do the reverse. 
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Encryption algorithm:
The most commonly used symmetric encryption are block ciphers. A block cipher processes the plain 
text input in fixed size blocks and produces a block of cipher text of equal size for each palintext block. 
The two most important symmetric algorithms, both of which are block ciphers, are
Data Encryption Standard (DES)
Advanced Encryption Standard (AES)

Asymmetric Key Cryptography:
Some examples of public-key cryptosystems are :
Elgamal (named for its inventor, Taher Elgamal), 
RSA (named for its inventors, Ron Rivest, Adi Shamir, and Leonard Adleman),
Diffie-Hellman (named for its inventors),
DSA ,the Digital Signature Algorithm (invented by David Kravitz). 

Digital signatures 
A major  benefit  of  public  key  cryptography  is  that  it  provides  a  method  for  employing  digital 
signatures.  Digital  signatures  enable  the  recipient  of  information  to  verify  the  authenticity  of  the 
information’s origin, and also verify that the information is intact. Thus, public key digital signatures 
provide  authentication  and data  integrity.  A digital  signature  also  provides  non-repudiation,  which 
means that it prevents the sender from claiming that he or she did not actually send the information. 
These features are every bit as fundamental to cryptography as privacy, if not more. 

A digital  signature  serves  the  same  purpose  as  a  handwritten  signature.  However,  a  handwritten 
signature is easy to counterfeit. A digital signature is superior to a handwritten signature in that it is  
nearly impossible to counterfeit,  plus it attests to the contents of the information as well  as to the  
identity of the signer. Some people tend to use signatures more than they use encryption. For example, 
you may not care if anyone knows that you just deposited $1000 in your account, but you do want to be 
darn sure it was the bank teller you were dealing with. 
The basic manner in which digital signatures are created is illustrated in Figure . Instead of encrypting 
information using someone else’s public key, you encrypt it with your private key. If the information 
can be decrypted with your public key, then it must have originated with you. 
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HASH Function: 
Hash (also called a message digest):- A one-way hash function takes variable-length input — in this 
case, a message of any length, even thousands or millions of bits — and produces a fixed-length 
output; say, 160-bits. PGP uses a cryptographically strong hash function on the plaintext the user is 
signing. This generates a fixed-length data item known as a message digest.
A hash function generates a fixed-length output value based on an arbitrary-length input file, say 160 
bits. To validate the integrity of a file, a recipient would calculate the hash value of that file and 
compare it to the hash value sent by the sender. Thus, the recipient can be assured that the sender had 
the file at the time he or she created the hash value. Examples of hash algorithms are MD5, SHA-1 and 
RIPE-MD-160.
Hashes are used in serving authentication and integrity goals of cryptography. A cryptographic hash can 
be described as f(message) = hash. A hash function H is a transformation that takes an input m and 
returns a fixed-size string, which is called the hash value h (that is, h = H(m)).

Firewall
Any system or device that allows safe network traffic to pass while restricting or denying unsafe traffic. 
Firewalls are usually dedicated machines running at the gateway point between your local network and 
the outside world, and are used to control who has access to your private corporate network from the 
outside—for example, over the Internet. More generally, a firewall is any system that controls 
communication between two networks. In today’s networking environment in which corporate 
networks are connected to the Internet—inviting hackers to attempt unauthorized access to valuable 
business information—a corporate firewall is essential.
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Types of Firewall

Network Level Firewall:
The simple firewall is sometimes called a network-level firewall because it operates at the lower levels  
of the Open Systems Interconnection (OSI) reference model for networking. Network-level firewalls 
are transparent to users and use routing technology to determine which packets are allowed to pass and 
which will be denied access to the private network. Network-level firewalls implemented solely on 
stand-alone routers are called packet-filtering routers or screening routers.
In its simplest form, a firewall is essentially a kind of router or computer with two network interface 
cards that filters incoming network packets. This device is often called a packet-filtering router. By 
comparing the source addresses of these packets with an access list specifying the firewall’s security 
policy, the router determines whether to forward the packets to their intended destinations or stop them. 
The firewall can simply examine the IP address or domain name from which the packet was sent and 
determine whether to allow or deny the traffic. However, packet-filtering routers cannot be used to 
grant or deny access to networks on the basis of a user’s credentials.

Packet-filtering routers can also be configured to block certain kinds of traffic while permitting others. 
Usually  this  is  done  by  disabling  or  enabling  different  TCP/IP ports  on  the  firewall  system.  For 
example, port 25 is usually left open to permit Simple Mail Transfer Protocol (SMTP) mail to travel 
between the private corporate network and the Internet, while other ports (such as port 23 for Telnet) 
might be disabled to prevent Internet users from accessing other services on corporate network servers. 
The difficulty with this approach is that the size of the access list for the firewall can become huge if a  
large number of domains or ports are blocked and a large number of exceptions are configured. Some 
ports are randomly assigned to certain services (such as remote procedure call services) on startup; it is 
more difficult to configure firewalls to control access to these ports.

Circuit-level Firewall:
Another type of firewall is a circuit-level gateway, which is usually a component of a proxy server. 
Circuit-level  gateways  essentially  operate  at  a  higher  level  of  the  OSI  model  protocol  stack  than 
network-level  firewalls  do.  With  a  circuit-level  firewall,  connections  with  the  private  network  are 
hidden from the remote user. The remote user connects with the firewall,  and the firewall forms a 
separate connection with the network resource being accessed after changing the IP address of the 
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packets being transmitted in either direction through the firewall. The result is a sort of virtual circuit 
between the remote user and the network resource. This is a safer configuration than a packet-filtering 
router because the external user never sees the IP address of the internal network in the packets he or 
she receives, only the IP address of the firewall. A popular protocol for circuit-level gateways is the 
SOCKS v5 protocol.

Application Level Firewall:

Another  more  advanced type  of  firewall  is  the  application-level  firewall  (or  application  gateway), 
which is also usually a component of a proxy server. Application gateways do not allow any packets to 
pass  directly  between  the  two  networks  they  connect.  Instead,  proxy  applications  running  on  the 
firewall computer forward requests to services on the private network, and then forward responses to 
the  originators  on  the  unsecured  public  network.  Application  gateways  generally  authenticate  the 
credentials  of  a  user  before  allowing  access  to  the  network,  and  they  use  auditing  and  logging 
mechanisms as part of their security policy. Application gateways generally require some configuration 
on the part of users to enable their client machines to function properly, but they are more atomic in  
their configurability than network-level firewalls. For example, if a File Transfer Protocol (FTP) proxy 
is configured on an application gateway, it can be configured to allow some FTP commands but deny 
others. You could also configure an SMTP proxy on an application gateway that would accept mail 
from the outside (without revealing internal e-mail addresses), and then forward the mail to the internal  
mail server. However, because of the additional processing overhead, application gateways have greater 
hardware requirements and are generally slower than network-level firewalls.
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