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1. What is computer network? Describe the modern uses of Computer Network.
2. What is principle of data communication? Describe briefly three modes of communication.
3. What is Intranet and Internet? Differentiate between LAN and WAN.
4. Define physical and logical topology. Explain briefly different kinds of physical topology along with 

their advantages and disadvantages.
5. What is Client server model in Networking. Describe briefly 2 tier and 3tier client server architecture.
6. What is wireless LAN. Mention the pros and cons of 802.11a and 802.11g wireless networking.
7. What is OSI reference model? Explain briefly all the 7 layers of OSI reference model focusing its 

functions, devices and protocols working in each layer.
8. What are the advantages of OSI layer. Differentiate between TCP/IP layer and OSI layer.
9. What are guided and unguided transmission media? Differentiate between Hub and Switch.
10. Give two reasons for using layered protocols and explains the functions of various layers in the TCP/IP 

reference model.
11. Differentiate between broadband and baseband technology in communication.
12. Show the comparison between Intranet, Extranet, Internet and Piconet.
13. What is Framing? How bit stuffing helps to identify the beginning and end of a frame, explain with  

suitable examples.
14. What is flow control? Briefly explain Stop and Wait and Sliding window protocols.  
15. What is parity bit? Suppose the information content of a packet is the bit pattern 1010101010101011 and 

an even parity scheme is being used. What would be the value of the checksum field in a single parity  
scheme? 

16. what is CRC? Consider the 4-bit generator, G 1001, and suppose that D( Data that the sending node 
wants to send to the receiving node. ) has the value 10101010. What is the value of R(additional bits)? 

17. Why is an ARP query sent within a broadcast frame? Why is an ARP response sent within a frame with a 
specific LAN address?

18. Describe HDLC considering different field in their frame format.
19. Explain and draw a typical cell format of an ATM cell. What is the impact of cell payload in ATM  

network performance?
20. How ISDN interfaces and channel works?
21. Compare copper wire and fiber optics with respect to the transmission speed, installation/maintenance,  

security, cost, effectiveness, reliability and flexibility.
22. Sketch the PPP frame format. Differentiate between CHAP and PAP.
23. What are the perceived short comings of Serial Line Internet Protocol(SLIP). How does these short 

comings are removed by point to point protocol?
24. What is IP address and subnet mask. For the given IP address 192.168.3.35/27 calculate the following.

       
a) Subnet mask
b) Subnetwork address
c) Broadcast address
d) Usable host range in that subnetwork.

25. What is the significance of metric and Administrative distance in Routing. Compare and contrast link-
state and distance-vector routing algorithms. 

26. What are the adaptive and non adaptive routing algorithm. Explain distance vector routing algorithm.
27. What is spanning-tree algorithm? How does it work on network segment.
28. What do you mean by routing? What are the attributes of a good routing algorithms? List the 

classification of different types of routing protocols with definition.
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29. Compare and contrast the IPv4 and the IPv6 header fields. Do they have any fields in common? 
30. Why IPV6 Is needed. Differentiate between ipv4 and ipv6.
31. Describe collision domain and Broadcast domain with suitable example.
32. Nepal Engineering College is planning to design 6 different Department for IT , Management, Account, 

Administration, Teachers, Visitors. Each department consists of no more than 28 computers. You are 
given a network of 192.168.1.0 /24. Explain the process and allocate the IP address for each chunk of 
network.

33.  Given the network 192.141.27.0/28, identify the valid host addresses. (Choose three.) 
a) 192.141.27.33  
b) 192.141.27.112    
c) 192.141.27.119    
d) 192.141.27.126    
e) 192.141.27.175    
f) 192.141.27.208    

34. Draw the TCP header segment. Compare between TCP and UDP protocols.
35. Why subnetting is used in IP? The class C network of  204.15.5.0/24 is given, subnet the network in 

order to create the network in the given figure with host requirement shown.        
    

36. What is connection oriented and connectionless service? Compare and contrast Datagram packet 
switching and Virtual circuit packet switching.

37. What is traffic shaping? Describe Leaky bucket algorithm for traffic shaping.
38. What is congestion and what are its causes? What are the techniques to control Congestion? 
39. What is cryptography? Explain about Symmetric Key and Asymmetric key Encryption Method.
40. Encrypt the message "THIS IS AN EXERCISE" using a shift cipher with a key of 20. Ignore the space 

between words. Decrypt the message to get the original plain-text. 
41. Why Firewall is needed in Networking world. Explain two types of firewall (Network level firewall and 

application level firewall).
42. How does proxy server works. Discuss the different types of proxy server.
43. What is Socket? Draw the TCP and UDP socket call mentioning the function of each network level 

function.
44. Why Network management is needed? Explain about SNMP protocol.
45. Consider the network shown below, with the indicated link costs. Use Dijkstra's shortest path  algorithm 

to compute the shortest past from F to all network nodes. 
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46. Consider the network shown below and assume that each node initially knows the costs to each of its 
neighbors. Consider the distance vector algorithm and show the distance table entries at node E.

47. What is Symmetric-key cryptography. Explain DES.
48.  Define the following terms: managing entity, managed device, management agent, MIB, network 

management protocol .
49. Explain the roles of the the SMI and MIB in network management? 
50. Write short notes:
1. HTTP VS HTTPS
2. DNS
3. DHCP
4. IMAP VS POP
5. CSMA/CD
6. Digital signature
7. VPN
8. FTP
9. Network Security and Types of Attacks
10. ipv6 transition mechanism
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